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Introduction
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Objectives

At the end of this course, you should be able to do
the following:

e |[dentify network trends and problems, and provide
solutions for them

 Define the Net8 architectural layers

e Configure a simple client and server, and establish
a connection between them

e Configure and start a Names server and use it to
resolve a service name
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Objectives

e Configure and start up a multithreaded server

e Configure the Connection Manager and use it for
pooling connections and restricting clients from
connecting

 Analyze and troubleshoot Net8 problems using log
files, trace files, and Trace Assistant

* Identify network security risks and their solutions
and configure data encryption using the Oracle
Advanced Security option
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Database Administrator Tasks

Planning the network environment
Enabling connectivity

Managing the network

Ensuring network security
Troubleshooting the network

®* Database administration
®* Backup and recovery
* Database tuning
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Suggested Course Schedule

Day Start End
1 Lesson 1 Lesson b
2 Lesson 6 Lesson 10
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1

Networking Overview
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Objectives

After completing this lesson, you should be able to
do the following:

* |dentify networking business trends
® Describe Oracle networking solutions
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Network Environment Challenges

Configuring the network environment
Maintaining the network

Tuning, troubleshooting, and monitoring the
network

Implementing security in the network
Integrating legacy systems
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Simple Network: Two-Tier
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e Network connects client and server

* Client and server speak the same “language” or
protocol
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Simple to Complex Network: N-Tier
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Middle tier Server
* (Client can be athin client or a PC

* Middle tier can contain applications and services
® Server holds actual data
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Complex Network
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Oracle’s Solutions

®* Net8
®* (QOracle Names server

* Connection Manager
e Advanced Security option
* Open Gateways
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Oracle’s Solutions: Net8

Protocol independence
Comprehensive platform support
Integrated GUI administration tools
Multiple configuration options
Tracing and diaghostic toolset
Open API

Basic security
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Client

1-9

Oracle’s Solutions: Net8
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Administration and configuration

E———

Net8 Net8

Protocol

(N/ Protocol

Any platform

Server
Any platform
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Oracle’s Solutions: Internet Database
Connectivity

In Oracle8i, database connectivity can be achieved
using the following additional protocols:
* Internet Inter-ORB Protocol (IIOP)

* Hypertext Transfer Protocol (HTTP)

H ’l\,’%—’\l’
N~

Web browser IOP, HTTP Oracle8i
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Oracle’s Solutions: Oracle Names

Oracle Names offers:
* Centralized configuration

e Simplified network administration
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Oracle’s Solutions: Oracle Names
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sql pl us user/ pw@er ver 2 \/
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Oracle’s Solutions:
Connection Manager

Connection Manager offers:

* Multiplexing of connections
* Cross-protocol connectivity
* Network access control
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Oracle’s Solutions:
Connection Manager

Connection

Manager \/

Server
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Oracle’s Solutions: Advanced Security
Option

* Network security using encryption
* Integration with third-party security servers
* DCE Integration
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Oracle’s Solutions: Advanced Security
Option

E-N_
B
- Ef5kg8ggJo0 \/

Client ﬁ : )-ﬁ Server

Textual Textual
information information
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Oracle’s Solutions: Open Gateways

® You can access legacy data as if it resides In a
single, local relational database.

* Open Gateways offers:
— Transparent gateways
— Procedural gateways
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Summary

In this lesson, you should have learned:
* Net8includes:
— Net8
— [IOP and HTTP Connectivity
— Oracle Names
— Connection Manager
e Add-on products:
— Advanced Security Option
— Gateways
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Basic Net8 Architecture
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Objectives

After completing this lesson, you should be able to
do the following:

* Define the procedure by which Net8 establishes a
server connection

* |dentify the key components of Net8 architecture
and their interaction
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Overview

Net8 provides three basic functions:
* Connect operations

* Data operations

* Exception operations

The Net8 architecture comprises several layers, each
of which has a unique responsibility in a networking
session.
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Connecting to Servers

Client Server

2-4

sqlplus user/pw@DB1 ? \/

DB1 address resolved listener.ora
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Files and Locations

Default locations for files can be specified using the
TNS_ADMIN environment variable.

Client Server

B =
t nsnanes. or a \\\“"
sgl net. ora

| | stener. ora
2-5
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Disconnecting from Servers

Client

Server
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-/

Timer Initiated

N~

Abnormal termination
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Data and Exceptions Operations

Client Server
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Net8 Architecture

Client Server
Application Server
OCI OPI
Two Task Two Task
Common Common
TNS TNS
OPA OPA
Protocol Protocol
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Application Layer

Client

Application )— User-oriented activities:

®* Character or graphical user
interface

* Data presentation
* Application specifics

* |dentification of database
operations
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Client

OCI Layer

Application

OCI

Oracle Call Interface:

* Defines server calls

®* Parses SQL statements
®* Opens cursors

* Binds variables

®* Executes SQL

* Fetches data

* Closes cursors
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Two Task Common Layer

Client
Application
OCI
Two Task Conversion:
Common ° Datatypes

® Character set
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Client

TNS Layer

Application

OCI

Two Task

Common

TNS

—

Transparent Network Substrate:

®* Provides generic interface to
industry-standard protocols

® Consists of more Net8 specific
layers
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OPA and NT Layers

Client
Application
OCI
Two Task
Common
Network Transport:
NS * Maps TNS generic calls to
OPA protocol-specific calls
_

® Includes NT layers that
handle transport
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Client

Application

OCI

Two Task

Common

Protocol

TNS

OPA

Protocol

Network Protocol:

Existing network protocol for
machine-level connectivity
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OPI Layer

Server

Oracle Program Interface:
Responds to each OCl call made by || OPI
the client side

Two Task

Common

TNS

Same functions as on the client side OPA

Protocol
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Server Layer

Server
g Server
Oracle Server:
Responsible for receiving OCI calls OPI
from the client and resolving SQL
statements on behalf of the client Two Task
Common
TNS
OPA
Protocol
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Server-Server NPI Layer

Server

Server
Server Server
NPI I_ NPI
Two T [ask
Comnm mon
TN Network Program Interface S
® Server-specific version of OCI
OP/ N A
* Enables coordinating server to
construct SQL requests for
Proto other servers peol
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Summary

In this lesson, you should have learned:
* In the Net8 stack, each layer has a specific task.

® Users must install the appropriate protocol
adapter in order for a client to communicate with a
server using Net8 software.
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Basic Net8 Server-Side Configuration
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Objectives

After completing this lesson, you should be able to
do the following:

3-2

Configure the listener using the Net8 Assistant

Start the Net8 listener using the Listener Control
utility (LSNRCTL)

Stop the Net8 listener using LSNRCTL
Identify additional LSNRCTL commands
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Client

Overview: The Listener Process

Iistener&

t nsnanes. ora

sgl net. ora

3-3

Server
pEmm——
-
—
| -
ék

N

| | stener. ora
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The Listener Responses

When a connection request is made by aclient to a
server, the listener performs one of the following:

® Spawns a process and bequeaths (passes) the
connection

* Redirects the connection to an existing process
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Bequeath Session

Client Server

Spawned
server
process

listener
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Redirect Session (Dedicated)

(—

»
\ Pre-Spawned
server
process

Client Server

Network address
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Redirect Session (Dispatcher)

r'\ Server
N < .

@ Network address @
S— @Llstener
Opt-

1521 :::

Client
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The LI STENER. ORA File

When the Oracle software is installed, the
LI STENER. ORAfile is created for the starter database
with the following default settings:

® Listener name LISTENER

* Port 1521

* Protocols TCP/IP and IPC

e SID name Default instance

* Host name Default host name
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The LI STENER. ORA File

1. JLI STENER =
2. (ADDRESS LI ST =
3. ( ADDRESS= ( PROTOCOL= | PC) (KEY= ORCL))
( ADDRESS= ( PROTOCOL= | PC) ( KEY= PNPKEY))
4. ( ADDRESS= ( PROTOCOL= TCP) ( Host = WAED103- SUN) (Port = 1521))
)
5. §SID LI ST LISTENER =
6. (SID LIST =
7. (SI D DESC =
8. ( ORACLE_HOVE= / hone/ or acl e)
9. (SI D NAME = ORCL)
)
10. ...sanple additional SID description ...
)
11. STARTUP_WAIT TI ME LI STENER = O
12. CONNECT _TI MEQUT_LI STENER = 10
13. TRACE LEVEL LI STENER = OFF
3-9 Copyright O Oracle Corporation, 1999. All rights reserved. ORACLE



LI STENER. ORA File Parameters

The following parameters are used to define other
functions of the listener:

CONNECT _TI MEQUT | i st ener _nane

LI STENER addr ess

LOG DI RECTORY /i st ener _nane

LOG FI LE /i stener _nane

LOGE NG [/ st ener _nane

PASSWORDS /i st ener _nane

SAVE CONFI G ON STOP /i st ener _nane
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LI STENER. ORA File Parameters

SERVI CE LI ST /i stener_nane

SID LIST Iistener _nane
STARTUP_WAI T_TI ME |/ st ener _nane
TRACE DI RECTORY /i st ener _nane
TRACE FI LE /i stener nane

TRACE LEVEL [/ stener _nane

USE PLUG AND PLAY [ i stener_nane
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Listener Configuration: Creation

Eéf’,i.l]lacle Het8 Assistant - C:A\ORANTANE TWOREKVADMINA
File Edit Tools Help
== Metwork
= Profile
3 Met Service Names
8y EXAMPLEI WORLD
—3y EXAMPLE] WORLD
oy BEQ-LOCALWORLD
—8 OFFICE WORLD
3y ExanPLE2 WORLD
B TCP-LOOPBAC K WORLD
_f::‘J Listeners
L& LISTENER
7 oracle Mames Servers

[

1] [ »
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Listener Configuration: Services

Egaﬂracle Met8 Aszzistant - c:horant\ME TWORKYADMINA

File Edit C nand Help
% Metwork o)
+ | |24 Profile
KB L et service Names [Listening Locations -
| -5 Listeners
B & LISTENER

| [STENERT
2 B Y0 oracle Mames Servers

E%i Choose Listener Mame |
LiStenerNamE:iugTENEm pured.

add Listening Location addresses.

DK‘ Cancell Helpl

Add Address | Eemove Addressg Help

3-13 Copyright 00 Oracle Corporation, 1999. All rights reserved. @RACLE




Listener Control Utility (LSNRCTL)

The Listener Control utility is the tool used to control
the listener.
Commands from the Listener Control utility can be

Issued from the command line or from the LSNRCTL
prompt.

e UNIX command line syntax:

$ LSNRCTL conmmand

* Prompt syntax:

LSNRCTL> conmnmand
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LSNRCTL Commands

The following functions are mostly used to control
the listener:

® Starting a listener
® Stopping the listener
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Additional LSNRCTL Commands

CHANGE PASSWORD SAVE_CONFI G
EXIT SERVI CES
HELP SET conmmand
QU T SHOW conmand
RELQAD
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LSNRCTL SET and SHOW Modifiers

The SET modifier is used to change listener
parameters in the Listener Control utility
environment.

LSNRCTL> SET trc_| evel ADM N

The SHOW modifier is used to display the values of
the parameters set for the listener.

LSNRCTL> SHOW connect _ti neout
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Automatic Instance Registration

With Oracle8i, instances register themselves to the
listener when they are started.

Database instance registration is composed of the
following:

® Service registration provides the listener with
Instance information.

* MTS dispatcher registration provides dispatcher
Information to the listener.
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Automatic Instance Registration:
Parameters

The | NI TSI D. ORA parameters used to configure
Instance registration are as follows:

* INSTANCE_NAME
e SERVICE_NAMES
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Troubleshooting the Listener

The following error codes are related to problems
with the listener:

ORA-12154: No Li stener
ORA-12224: TNS: no |i stener

ORA- 12500: TNS: listener failed to start a
dedi cat ed server process

ORA- 12545: TNS: nane | ookup failure

TNS-01169: The |istener has not recogni zed the
passwor d
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Summary

In this lesson, you should have learned:

* The listener process listens for incoming
connections and services a connection either by
passing it to a server process or redirecting it.

* Thelistener. orafileis the configuration file for
the listener.

* The Listener Control utility controls the functions
of the listener.

* Thelistener. ora file can be configured for more
than one listener.
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Basic Net8 Client-Side Configuration
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Objectives

After completing this lesson, you should be able to
do the following:

4-2

Establish a connection from the Net8 client side
using the host naming method

Configure Net8 client-side files and connect using
the local naming method

Use Net8 Assistant to define preferences on the
client side

Configure the Net8 client to use the client load
balancing and failover feature
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Overview

The host naming method requires minimal
configuration; however, some requirements must
be met.

The local naming method requires configuration
using Net8 Assistant, a GUI tool.
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Host Naming Client Side

Client

Server
= % =
B e A\

TRACE_LEVEL CLIENT = OFF \/

sgl net . aut henti cati on_services = (NTS)
nanmes. directory_path = ( TNSNAMES, HOSTNANME)
nanes. default _domain = world

nane. default _zone = world

automatic_ipc = off

sgl net. ora | i stener.ora

4-4
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Host Naming Server Side

Client Server
(g | =
= 1521 &,
B e WW WM
SID LI ST LI STENER =
(SID LIST =
(SI D DESC =

sgl net. ora

4-5

(ORACLE_HOVE = /oracl e803)
(SI D_NAME = TST8)

Copyright O Oracle Corporation, 1999. All rights reserved.
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Local Naming

Client

Server

sqgl net. ora

t nsnanes. ora

| | stener. ora
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Net8 Assistant

E;g Oracle Hetd Aszistant - c:vorant\HETWORKVADMINA

File Edit Command Help

| 2L Profile
| —‘5‘ Met Service Names
: t%E}{TPRDC_CDNNECTIDN_DAT
: ORCL

| - Listeners

T Oracle Mames Servers

Welcome to the Metd Assistant!

: The Metd Assistant configures Met8 using files located

S in DRACLE HOMEmetworkiadmin. Other directories may be
j selected using "Open Metwork Configuration” from the File
menu.

(Frofile) - Configure the local profile that determines
hiowe the core Metd software will operate. (SQLMNET ORA)

(Met Services Mames) - Create and modify local service
descriptions. Met Service Mames are used to connect to
various network services, (THENAMES ORA)

iListenet) - Configure Listener operation onh the current
host. The Listener receives connection reguests from
client applications. (LISTEMER.ORA)

(Dracle Mames Servers) - Create, configure and manage
Oracle Mames Servers, which centrally maintain service
descriptions for shared use. (NAMES ORA)
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Net8 Assistant: Profile

Eéf’al]racle Metd Assistant - c:horantA\NETWORKMVADMINA

File Edit Command Help
= M etwark

.
—‘a' Met Service Mames
@E}{TPROC_CONNECTION_DM
ORCL
1 Listeners

L7 Gracle Mames Servers

[Naming

Methods l

Available Methods:

cDs
MOWVELL
MIS

ki

Fromote

Demote

L

Selected Methods:

.
THEMAMES
OMAMES
HOSTHAME

L

4-8
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Net8 Assistant: Service Names

E"Eﬁﬂracle Metd Aszsistant - cihorantA\NETWORKMADMINA

File Edit Command Help
E= Mletwork
=L Profile

—‘@ Met Serice Mames

EE}{TPROC_CONNECTION_DAT

L Listeners

L7 Gracle Mames Servers

~ Address Configuration

Address 1 l
Protocol: TCRIP -
Host Mame: shkhan-lap
Part Mumber: 18
=1 Leleta = Fromuote ] Lermate =

~— Address List Options
W Try each address, in order, until ohe succeeds
Ty each address, randomly, Until one succeeds
Ty one address, selected at randarm

T lse each address in order until destination reached
lse anly the first address

v tdake Address Compatible with Netd 8.0 Clients

— Service |dentification

Service Marme: [ ]
SID: {oRCL

Advanced...

W Use Oracled 8.0 Compatible [dentification

e
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Net8 Assistant: Service Names

E%Net Service Mame Wizard, page 1 of 5: Het Service Name

Toaccess an Oracle database, or other setvice, across the network vou

Use 2 net service name. This wizard will help you create a net service
name.

Enter the name you want to use to access the database or service, [t
can he any name you choose.

Met Service Marne: |DRC1|

Cancel ) i Eackl Mext 3 |
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Net8 Assistant: Protocol

E%Net Service Mame Wizard, page 2 of 5: Protocol

To communicate with the database across a network, a network protocol is
used. Selectthe protocol used for the database you wantto access,

TCZPRARP {nternet Protocal)

TCRAP with S50 (Secure Internet Protocal)

SPH (NetWare Metwarking)

Mamed Pipes (Microsoft Metworking

IPC (Local Database) b

Cancel ) & Back

4-11
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Net8 Assistant: Host Name and Port

E%Net Service Mame Wizard, page 3 of 5: Protocol S5ettings

To communicate with the database using the TCRIAR protocal, the
database computer's host name is reguired. Enter the TCRIP host
name for the computer where the database is [ocated.

Host Mame; shkhan-lap

ATCRIR port number is also required. The port number far Oracle
databases is usually 1521, You should not normally need to specify a
different port number.

Fort Mumber: 15

Cancel ) 2 Eackl Mext 3 |
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Net8 Assistant: Database SID

E%Net Service Mame Wizard, page 4 of 5: Service

To identify the database vou must provide either a service name ifit's an
Qracled 3.1 database, or a 8I0 ifit's an Oracled 8.0 or previous

database. For Oracled 8.1 databases, the service name is normally the
databaze name.

Select the version of database you are using and enter its senice name
ar S0

W Oraclel Version 8.1
Senice Mame; |ORC1

" Oracled Version 2.0 or Previous
Database SI0: {oRCL |

Cancel ) 2 Eackl Mext 3 |
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Net8 Assistant: Test Service

E%Net Service Mame Wizard, page 5 of 5: Test

Press Testif you would like to verify that the database can be reached
using the information provided,

When you are finished, ar if you want to skip testing, press Finizh to
create the net senvice name ar, if enahled, hextto continue.

Test.

Cancel ) & Back
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Net8 Assistant: Connection Test

] -
=% Connection Test

Expect connecting to the datahase to take from one to several seconds to complete ITittakes longer,
please wait; the reasan for any failure will be displaved. To change the userid and password used for the

fest press Change Login,

When finished testing press Close.

E

Attermpting to connect using userid; scott
The test did not succeed.

DORA-12514: THNS listener could not resolve SERVICE. NAME give

There may e an error in the fields entered,
orthe server may not be ready for a cannection.

Fan Change Login

Login Information

LIzername: seotft

Passwiord: R

L.

Test| Close |

4-15
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TNSNAMES. ORA

# TNSNAMES. ORA Configuration file:
C: \ ORANTS8\ NET80\ ADM N\ t nsnanes. or a
# Generated by Oracle Net8 Assistant

TST8. worl d =
( DESCRI PTI ON =
( ADDRESS =
( PROTOCCOL

TCP) (HOST = wwedl151-sun) (PORT = 1521)

)
( CONNECT_DATA

)

(SID = TST8)
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SQLNET. ORA

# C.\ ORANT8\ NET80\ ADM N\ SQLNET. ORA Confi gurati on
Fi | e: C:\ ORANT8\ NET80\ ADM N\ sgl net . ora
# Generated by Oracle Net8 Assistant

NAME. DEFAULT _ZONE=wor | d

NAMES. DEFAULT _DOMAI N=wor | d

SQLNET. AUTHENTI CATI ON_SERVI CES= ( NTS)
SQLNET. EXPI RE_TI ME=0

SQLNET. ENCRYPTI ON_SERVER=r equest ed

SQLNET. ENCRYPTI ON_CLI ENT=r equest ed

NAMES. DI RECTORY_PATH= ( TNSNAMES, HOSTNANE)

sql pl us systenf mranager @ST8
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New TNSNAMES. ORA Parameters

* Prior to Net8 release 8.1, the SID of the database
had to be specified in the CONNECT_DATA
section of the TNSNANMES. ORA file.

* Inrelease 8.1, aservice can include multiple
services provided by a single database and
services that span multiple instances. SID has
been replaced by the new parameters
SERVICE_NAME and INSTANCE_NAME.
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New TNSNAMES. ORA Parameters

# TNSNAMES. ORA Configuration file:
C: \ ORANT\ NETWORK\ ADM N\ t nsnanes. or a
# Generated by Oracle Net8 Assistant

tst8. us.oracle.conr
( DESCRI PTI ON=
( ADDRESS=
( PROTOCOL=t cp)
(HOST=wwed_t est sun)
( PORT=1521)
)
( CONNECT _DATA=
( SERVI CE_NAME=sal esl. us. oracl e. com
(1 NSTANCE_NAME=0p1)

Copyright O Oracle Corporation, 1999. All rights reserved.
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Connection Load Balancing

Connection load balancing balances the following:

® The number of active connections among various
Instances

®* Dispatchers for the same service
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Connection Load Balancing

<:f—> -

— m
) == Clspaicher
l,\k/l',”’ /Listener Node

\/

LNl Blixem

Dispatcher

Client o
Listener Node
1. Client randomly 2. Node 3. Dispatcher
chooses with least with least
from available CPU usage number of
listeners identified connections

used
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Client Load Balancing and Failover:
Example

Enabling load balancing and failover in the
TNSNANMES. ORA file

TST8 = ( DESCRI PTI ON=
( FAl LOVER=0n)
( LOAD_BALANCE=0nN)
(ADDRESS = (PROTOCOL=t cp)
( HOST=host 1)
( PORT=1521))
(ADDRESS = (PROTOCOL=t cp)
( HOST=host 2)
( PORT=1521))
( CONNECT _DATA=( SERVI CE_NAME=sal es))
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Troubleshooting the Client Side

The following error codes are related to problems on
the client side:

ORA-12154 “TNS:could not resolve service
name”

ORA-12198 “TNS:could not find path to
destination”

ORA-12203 “TNS:unable to connect to
destination”

ORA-12533 “TNS:illegal ADDRESS parameters”
ORA-12545 “TNS:name lookup failure”
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Summary

In this lesson, you should have learned:

® The host naming method requires no setup in a
TCP/IP environment if defaults are acceptable.

* Thelocal naming method uses the t nsnanes. or a
file.
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Centralized Naming Concepts
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Objectives

After completing this lesson, you should be able to
do the following:

* Define the Names server concept
* |dentify the various names resolution methods
* |dentify the benefits of a Names server

® Define the administration objects used in a Names
server environment

® Define the naming models
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What Is a Service Name

FINANCE HR

TNSNAMES.ORA I

SALES= ... @
SALES1= . ..
HR = ...
FI NANCE= . . . -
é
é Client ==

‘SQ_> connect systent passwor d@ALES]1 I SALES
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Service Names Resolution Methods

Centralized
naming (Names)
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—O NIS/
Yellow Pages

External
naming

128.123.133.21

Host
naming

=
tns“a“e
fn\e

Local
naming
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Resolution with Local Naming

I S

== - S“aﬂe
- A f\e
Database -

fie -

S .
o= Lnsna™® Client
2% f\e
== D
%
asna e

Names server e

Connection Manager
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Resolution with Centralized Naming

C da -
<

Database
=] -
’\ Z% )\/ —

= Client

2% y / < /

Names server

==

Names server

Connection Manager

5-6 Copyright O Oracle Corporation, 1999. All rights reserved. ORACLE



Centralized Naming Using a Names
Server

Client

¢—

B
L

N
—

-

Names server @

Server -
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When to Use a Names Server

It Is recommended to use a Names server in one or
more the following cases:

5-8

An enterprise wide network that spans multiple
geographic regions

Several local area networks (LANSs), each with a
few servers and a few hundred clients.

An expanding or downsizing network in which you
anticipate a fair amount of server relocation.
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Names Directory Objects

Domain

A group of unique network objects such as
databases

Administration region
— One or more domains
— One or more Names servers

Community

A group of Net8 clients and servers that use the
same network protocol
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Domain Naming Models: Flat

Names within
the WORLD

WORLD Domain

ORCL.world

ORCL AIRLINE PROD.world
AIRLINE.world

SALES.world

SALES
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Domain Naming Models: Hierarchical

AIRLINE

AIRLINE ORCL

ORCL

PROD PROD

AIRLINE

ORCL

PROD
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Names Server Discovery

=a
& :

\ % -
D =

Names server 3 Names server 2

PING

0.05 sec.
PING

0.07 sec.

Nanes List File
Nanes server 1 PING

Names server 3 0.03 sec. fé
Names server 2 - <_> </\
Client p— —

- —
I .

‘ NAMESCTL> reorder _ns I Names server 1
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Client-Side Cache

=
=
Server TTL

Server 1 0. 00 == —
Server 3 2.3 ot
Server 2 10. 00

Server 2

O

—

Cache Client
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Cache Replication

== -

Names server

5-14

)

== —
>
-

Names server
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== —
<

Names server

=

&

= —
<

Names server
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The Region Database

& Region
- database

== -
-

SALES FINANCE —

o=
—
— >N

Client =~

‘Sq_> connect user/ passwor d@ALES I Names server
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Summary

In this lesson, you should have learned:

* Local naming uses the TNSNAMES. ORAfile to
resolve a service name.

* Host naming uses default system settings.

®* Centralized naming uses the Names server to
resolve service names.

* Use a Names server when the network
environment is distributed and dynamic.

* Aregion database is used in conjunction with a
Names server to store the service names.
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Oracle Names Usage and Configuration
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Objectives

After completing this lesson, you should be able to
do the following:

6-2

Configure centralized naming using Net8 Assistant
Store the network configuration in the client cache

Store the network configuration in aregion
database

Start and stop the Names server using the Names
Control utility
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Configuring Centralized Naming

To use centralized naming, the Names server and the

client attempting to use the Names server must be
configured.

* The Names server can be configured by using the
Net8 Assistant or by manually editing the
nanes. or a file.

* The Client Profile for the Names server can be
configured by using the Net8 Assistant or by
manually editing the sgl net . or a file.
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Configuring Centralized Naming

The following steps summarize how to configure the
Names server:

1. Create and configure the Names server using the
Names Wizard.

2. Start up the Names server.
3. Enter service names into the Names server.
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Configuring the Names Server (Cache)

Eﬁf’g‘ Oracle Hetd Azzistant - c:hvorant\NETWORKVADMINA

File Edit Command Help

+ Metwork i
=&
B4 .
i |
This wizard will prompt you for the information ﬁ i
i | necessary to setup an Oracle Mame Server. Press e |
Lk "mest! to continue, .
? Ll
an
Petd
er.
| knowin
elect
Neny.
e press

Faor maote infarmation on Qracle Mames Server creation and
configuration, refer to the tasks outlined in"Oracle Mames
Sener help.
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Configuring the Names Server (Cache)

Contents of the nanes. or a file:

# C.\ ORANT\ NETWORK\ ADM N\ NAMES. ORA Confi guration
# File:c:\orant\ NETWORK\ ADM N\ nanes. or a
# CGenerated by Oracle Net8 Assi stant

NAMES. SERVER NAME = onanes wwedl110- pc. worl d

NAMES. ADDRESSES =
( ADDRESS =
( PROTOCOL = TCP)
(HOST = wed110- pc)
(PORT = 1621)
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Configuring the Names Server (Cache)

Eﬁfﬁgﬂracle Met8 Assistant - c:horantA\MNETWORKAVADMINA

File Edit Command Help

r Metwork fri
+ =5 Profile [Manage Sener v]
X Met Service Mames
Listeners Monitor contol | Tuning  Logging  Cathe  Advansed
e {El Oracle Mames Servers A O waittime cancels an already scheduled operation
shkhanns.wiarla L 1] R —— :

? .ﬁ Server Operations
| @ sStan
_ S hutd o
| " Restart |

I Statistics Operations |
U iyjrite Statistics to Log |
(7 Heset Statistics i

_Perfljrm Operatlnn ...................................................................................
| ® Immediately

| T pait:

Apply | Check Btatus] Help]
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Configuring the Names Server (Cache)

Eﬁf’,ﬁ'ﬂracle Met8 Aszsistant - c-horanth\HETWORKMADMINA

File Edit Command Help

r Metwrork
+ =& Profile
X Met Service Marmes
Listeners
o B Oracle Mames Semvers
v el chkhanns warld
.

[Manage Data v]

Cluery or update service names. Except for the Load
operation, only ohe service name can bhe acted on at a time.

E.._l.l],'l:tiDn_._._.__..__....__._..__.______........_..._.__-.. ...__._.....__._...__-_.._._.__.-_....__..._.;
 Query ® Add C Remove © Load Execute| |
ot e B
' Senice Mame: [ORCL_SH
' “Address D - .
Protocol: [TCP”P - I
! Host: lshkhan
Port  [rs21
2D ORCL
' Session Tyvpe:| Dedicated x

0

Cperation complete.
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Configuring the Client Profile

The following steps summarize how to configure the
Oracle Names client profile (sqgl net . or a):

1.
2.

6-9

Choose Names as the naming method.

Configure optional Names parameters in the client
profile.

Specify the preferred Names servers.
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Configuring the Client Profile

Eg’,i'ﬂracle Met8 Assistant - c-horant\HETWORKMADMINA

File Edit Command Help

: r Metwork
T -D
x Net Semvice Names
Listeners
P ‘E“ Oracle Mames Seners
; L3 shkhanns warld
Ly

=
B |

[Naming

7

Availahle Methods:
.

cDs
MOWVELL
MIS

Selected Methods:

THIMAMES
| -

=
HOSTHAME
;J
Promote
Demaote

i
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Configuring the Client Profile

File Edit Command Help
1 Metwork i
x Met Service Mames
Listeners [Nammg -]
s == Oracle Mames Semwvers
L5 shkhannswarld
‘
p B e e
| Default Comain: |W.:,r|.j|
- Resolution Persistence
haxirmum Yait Each Atternpt |15
i
| Atternpts Per Mames Server: |1
s e e |
Maximum Open Connections: |3
| !
| Initial Freallocated Reguests: |1|:| {
Help
R e |>’
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Configuring the Client Profile

E*E’,%Dracle Metd Assistant - c:horant\NETWORKAMADMINA

File Edit Command Help

1 Metwark i
x Met Service Mames
Listeners [F'referred Qracle Names Seners *
e ‘@Oracle Marnes Servers
L shkhanns world Prefarred Server] l
it
Protacal; [Tcp”p T

Host: |5hkhan-|ap
Fart: |1521

New] Delete] Help]

=
e D |
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Configuring the Client Profile

Contents of the sgl net . or a file:

# C.\ ORANT\ NETWORK\ ADM N\ SQLNET. ORA Confi gurati on
# File:c:\orant\ NETWORK\ ADM N\ sqgl net . ora
# CGenerated by Oracle Net8 Assistant

NAMES. PREFERRED SERVERS =
(ADDRESS LI ST =
( ADDRESS =

(PROTOCOL = TCP)

(HOST = shkhan-1 ap)

(PORT = 1621) ))
NAMES. DEFAULT_DOVAI N = worl d
NAMES. DI RECTORY_PATH= ( ONAMES)
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Testing the Names Server

Click the Profile icon in Net8 Assistant.

Select Naming from the pull-down menu of Net8
Assistant.

Remove all other naming methods besides
ONAMES.

Save the configuration.

Use SQL*Plus to connect to a service stored in the
Names server.

Restart the Names server.
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Configuring a Region Database

The following steps summarize how to configure a
Names server with a region database:

1. Start up the existing Names server.

2. Run the Names server initialization script.
3. Configure the region database parameters.
4. Add service names.

6-15 Copyright O Oracle Corporation, 1999. All rights reserved. ORACI_G



Configuring a Region Database

Eﬁf’,ﬁ'ﬂracle Met8 Aszsistant - c-Aorant\HETWORKAMADMINA

File Edit Command Help

r Metwork

+ =% Profile

X Met Service Mames
Listeners

= @Oracle Mames Servers

[Cnnﬂgure Server v]

" Mo Region Database ™ Region Database

f"DatabaSE ...............................................................

e

Protocol: [Tcpnp

Host: |shkhan-|ap

| Port: |1 B2
SID: ORCL
Session Type:| Dedicated -

User: |names
' Passwnrd:l

I Cptional...
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Configuring a Region Database

File Edit Command Help

(7 Network A
+ = Profile
X Met Service Mames [Manage Data x|
Listeners
shkhanns waorld Gilery or update service names. Except for the Load

? nperatiun, only one service name can he acted on at a time.
i'"'.'gtct“:ln ................................................................................. _...i
f“ Guery T Add O Remove ® [ oad Execute

~ Load Service Mames from THNSMAMES ORAFile

File: ChorantiNETWORKIADMIT Browse... I

Enter the complete path or select Browse to locate the file to be loaded,
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Names Control Utility (NAMESCTL)

* The Names Control utility is the tool used to start
and control the Names server.

* Commands from the Names Control utility can be
Issued from the command line or from the
NAMESCTL prompt.

UNIX command line syntax:
$ NAMESCTL conmand

* Prompt syntax:

NAMVESCTL> comand

6-18 Copyright 00 Oracle Corporation, 1999. All rights reserved. ORACI_G



NAMESCTL Commands

The following functions are available for the
NAMESCTL utility:

e Starting a Names server
® Stopping a Names server
* Viewing the status of a Names server
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NAMESCTL Commands

® Testing a Names server
* Discovering Names servers
e Starting the client cache process
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Other NAMESCTL Commands

DEL| GATE DOMAI N REG STER
DOVAI N_HI NT REL QAD

EXI T REPEAT
FLUSH RESET STATS
FLUSH NANVE RESTART
HELP TI MED_QUERY
LOG STATS UNREG STER
PASSWORD VERSI ON

QU T
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NAMESCTL SET Modifier

The SET modifier is used to change Names server
parameters from the Names Control utility.

For example, the following sequence sets the node
control and changes its trace level.:

NAMESCTL> set server serverl.oracle.com
NAMESCTL> set trace |l evel admn

6-22
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NAMESCTL SHOW Modifier

The SHOW modifier is used to view the Names server
parameters in the Names Control utility environment.

For example, the following command displays the
current default domain:

NAMESCTL> show default _domai n
Current default domain is "world"
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Summary

In this lesson, you should have learned:

6-24

A Names server is a centrally located service by
which service names are resolved to connect
strings.

nanes. or a is the configuration file for the Names
server.

The Names server can be configured by either
manually modifying the nanmes. or a file or by using
Net8 Assistant.
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Summary

* NAMESCTL is the utility used to configure the
Names server.

* Aregion database is a database repository of
service names stored by the Names server.

* The NAMESCTL SET and SHOW modifiers are
used to change and display the settings of the
Names server, respectively.
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Multithreaded Server Usage and
Configuration

Copyright O Oracle Corporation, 1999. All rights reserved. @I@A@L@



Objectives

After completing this lesson, you should be able to
do the following:

7-2

Identify the components of the multithreaded
server (MTS)

Configure dispatchers usinginit. ora
Configure shared servers usinginit.ora

Specify the listener address for multithreaded
server

Set up connection pooling using the multithreaded
server
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Server Configurations

Combined user and server processes (single-task)
Dedicated server (two-task)
Multithreaded server
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Combined User and Server Process
(Single-Task)

Instance
Server SGA

code
g

Application
code

User process

G4
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Dedicated Server Processes
(Two-Task)

Server

Instance
SGA

|
User Server
Process process

l
|
l
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Multithreaded Server

Shared server
processes

Instance
SGA

e

Dispatcher Dispatcher Dispatcher
D001 D002 D003

Database server

client
User User
process process
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Multithreaded Server

Reduces the number of processes against an
Instance

Increases the number of possible users
Achieves load balancing

Reduces the number of idle server processes
Reduces memory usage and system overhead
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Connecting

Dispatcher
process

Dispatcher

process

client

User
process process
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Processing a Request

Shared server
processes

Instance

SGA
Response queue

Dlspatchers for (D002)
Response queue
N\ for (D0O03)

S TSI

CSmn r
Request Queue for (DOO1)
@ for all Response queue

/\

ﬂi %’_ - Dispatcher Dispatcher Dlspatcher
\\L_l DOOl D002 D003

1
A L|stener g Database server

4r = Client
| — User User
— process process
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SGA, PGA, and Multithreaded Server

Dedicated Server A
without the multithreaded Shared pool and other| o |
: : memory structures
server, user session data is )
kept in the PGA. .
User
: Stack | g ession | CUrsor PGA
Multithreaded Server space| 4,5 | State
with the multithreaded /
server, datais held in h
the SGA. User |ursor[Shared pool and
session other memory | SGA
data State structures
N\ J
Stack | PGA
space
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Configuring the MTS

* LOCAL_LISTENER (Oracle8 only)
e MTS_SERVICE
e MTS_DISPATCHERS
e MTS_MAX DISPATCHERS
e MTS_SERVERS
init.ora
e MTS_MAX_ SERVERS parameters
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LOCAL_LISTENER

In Oracle8 servers only, this parameter specifies
service names for listeners with which dispatchers
register their services.

| nit.orafile

| ocal |istener = listl

y 7\\“ .
¢ 4—{"_ >
LW Dispatcher
~J Dnnn
Listener t nsnanes. or a
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MTS SERVICE

Establishes the name of the service for which the
dispatchers of the MTS instance associate

| nit.orafile

ns _service = TST8i

Instance: TSTS8i

" ~\
" ~
Dispatcher
Dnnn

Registered as SERVICE TST8i QQQQQQ
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MTS_ DISPATCHERS

Specifies the number of dispatchers initially started
for a given protocol

| nit.orafile

mts_dispatchers = “(PROTOCOL=TCP)(DISPATCHERS=2) \
(PROTOCOL=IPC)(DISPATCHERS=1)"

Dispatcher Dispatcher Dispatcher
D001 D002 D003

TCP/IP TCP/IP IPC
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MTS MAX DISPATCHERS

* Specifies the maximum number of dispatchers that
can be started

* Needs ALTER SYSTEM command to add more
dispatchers than initially started

| nit.orafile

nts _max_di spatchers = 5

Dispatcher
D004

Dispatcher Dispatcher Dispatcher

Dispatcher
D005

D001 D002 D003
1CP/IP 1CP/IP IPC
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MTS SERVERS

Specifies number of shared servers initially started

| nit.orafile

nMs servers = 6
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MTS MAX SERVERS

e Specifies the maximum number of shared servers
that can be started

* Allocates shared servers dynamically if more than
Initially started are needed

| nit.orafile

nms max_servers = 10

5008
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Verifying MTS Setup

* Verify that the dispatcher has registered with the
listener when the database was started by issuing:

| snrctl services

* Verify that you are connected using MTS by making
a single connection. Query v$circuit, and that
should show one entry per MTS connection.
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Data Dictionary Views

e VS$CIRCUIT

e V$SHARED SERVER
e V$DISPATCHER

* V$MTS

* V$QUEUE

e V$SESSION
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Connection Pooling

Connection being
idle for a period
gets temporarily
Client disconnected. Server

!»: !954_@_> Dispatcher =
D001

i Processing
' v\ \

|
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Enabling Connection Pooling

To enable connection pooling, theinit. ora
parameter MTS _DISPATCHERS must be configured.

nts_dispatchers =
“(PRO=TCP)(CON=20)(DIS=2)(POO=0ON)(TIC=4)(SESS=35)"
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Summary

In this lesson, you should have learned that the
multithreaded server:

7-22

Increases maximum users per node

Reduces system overhead

Eliminates need to modify existing applications
Offers automatic load balancing

Can be set up to support connection pooling
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Usage and Configuration of Connection
Manager
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Objectives

After completing this lesson, you should be able to
do the following:

8-2

Identify the capabilities of Connection Manager
Configure connection concentration

Enable network access control

Configure multiprotocol interchange
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Overview

@ Connection @

concentration

@ Multiple protocol

Network access interchange
control

Connection
Manager

Middle
tier
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Configuring Connection Manager

Client Middle tier Server

t nsnanes. or a cnan. or a | | stener. ora
init.ora
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Configuring for Connection

Concentration
TNSNAIVES O:\)A TST8 =
file ( DESCRI PTI ON =
(ADDRESS LI ST =
( ADDRESS =
1 (PROTOCOL = TCP)
Client (HOST = WED- SERVERYS)

(PORT = 1610)
)

( ADDRESS =
= (PROTOCOL = TCP)
- (HOST = WAED151- SUN)
(PORT = 1521)

=

)

)
( CONNECT_DATA

( SOURCE_ROUTE
)
)

(SID = TST8)
YES)
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Configuring for Connection
Concentration

Middle tier CMAN. ORA file
cman = (ADDRESS LI ST =
) ( ADDRESS =
— ( PROTOCOL = TCP)

(HOST = WAED- SERVERS)
(PORT = 1610)))
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Configuring for Connection
Concentration

| NI T. ORAfile

MTS_DISPATCHERS = “(PROTOCOL = TCP)(DIS = 3)(MUL = ON)”

Server

—
o

L
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Configuring for Network Access Control

Middle tier CMAN. ORA file
cman = (ADDRESS LI ST =
. ( ADDRESS =
= 1 (PROTOCOL = TCP)

(HOST = WAED151- SUN)

(PORT = 1610)))
cman_rules = (RULES LI ST =
\ - (RULE = (SRC = WAEDL5- PC)
(DST = WAEDL51- SUN)
2 (SRV = TST8)
(ACT = REJECT))
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Configuring for Multiple
Protocol Interchange

TNSNAMES. ORA TST8 =
file ( DESCRI PTI ON =
( ADDRESS =
Client (PROTOCOL = TCP)
(HOST = WAED151- SUN)
(PORT = 1610)
)
= ( ADDRESS =
- . (PROTOCOL = SPX)
— ( SERVI CE = ORASRVCL)
)
( CONNECT_DATA = (SID = TST8)
( SOURCE_ROUTE = YES)
)
)
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Optional Settings for Connection

Manager
Middle tier CMAN. ORA
! cman_profile =
=== ( PARAMETER LI ST =

( MAXI MUM RELAYS = 512)
(LOG LEVEL = 0)
“\\\\”’ (TRACI NG = YES)

( RELAY_STATI STI CS = NO)
( SHOW TNS_| NFO = YES)
(USE_ASYNC CALL = YES)
( AUTHENTI CATI ON_LEVEL

( MAXI MUM_CONNECT _DATA
( ANSVER TI MOUT = 5)

1)
2048)
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Starting and Stopping Connection
Manager

UNIX and NT:
CMCTL Utility

$ cnct
CMCTL >
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CMCTL Arguments

CMCTL usage: [cnttl] <command> <process_hame> [ ar gunent ]

where <command> is one of follow ng:

* start - start up process_nane

* stop - stop the process_nane

* status - get statistics fromthe process_nane

* | og_on - ask process _nane to turn |oggi ng on

* | og_off - ask process _nane to turn | ogging off

* trace_on - ask process nane to turn tracing on
NOTE: the user MJUST specify a trace |evel

(USER or ADMN) in the argunent field
* trace_off - ask process nanme to turn tracing off
* version - ask version nunber of CMCTL control program

* exit - quit the CMCTL control program

process_name is one of cman, cm process or adm process

* cman - will ask the Connection Manager (both cman and adm
*¢cm- wll ask the Connection Manager process only

* adm - wll ask the Connection Manager Adm n process only

argunent is only supplied trace_on
* to trace_on - argunent is considered the trace |evel

8-12
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Using Connection Manager with Oracle
Names

Connection Manager works with the Oracle Names
server.

* Connection Manager automatically updates
addresses in the Names server.

e USE_CMAN in the SQLNET. ORAfile specifies how a
connection is established through an available
Connection Manager.
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Troubleshooting Connection Manager

This is the most common error associated with
Connection Manager:

ORA-12202: TNS:internal navigation error
1. Check that the CMGW process have been started

2. This may al so be caused by CMAN RULES set to
rej ect the connection

3. Check that the tnsnanes.ora has correct port
nunber and server nane specified
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Summary

In this lesson, you should have learned that
Connection Manager is a multipurpose networking
service for Oracle environments. It facilitates:

®* Increased system scalability
* Client connection access control
* Multiprotocol connectivity

* These features save system resources, improve
performance, extend flexibility in transport
protocols, and improve system security
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Troubleshoot the Network Environment
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Objectives

After completing this lesson, you should be able to
do the following:

9-2

Set logging and tracing parameters

Analyze and troubleshoot network problems using
log and trace files

Store audit trail information in the database
Format trace files using Trace Assistant
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Overview

Tracing and logging can help troubleshoot
networking problems.

Client Middle tier Server
IIL%f; L~ it
sql net. ora nanes. or a sql net. ora
cli.trc names.trc sql net . | og
SVr_xxx.trc
sql net . | og sql net. | og S
| stener.ora
cman. or a

| i stener. | og
cman.trc

| I stener.trc
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Troubleshooting Checklist

Troubleshooting checklist:

9-4

Can you connect from the client to the server
without using an Oracle application?

Can you make a local database connection?

Is the relevant adapter installed on both the client
and server?
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Troubleshooting Checklist

Troubleshooting checklist:

9-5

Is the listener configured for the database or SID,
and is it running?

Can you connect using Net8 Configuration
Assistant or the TNSPING utility?

Have you turned logging or tracing on for more
detailed information?

Copyright O Oracle Corporation, 1999. All rights reserved. ORACLE



TNSPING Utility

Usage: tnsping <address> [ <count >]
Exanpl e: tnsping ORCL 5

Copyright(c) Oracle Corp. 1998.All rights reserved.
Attenpting to contact

( ADDRESS=( PROTOCOL=TCP) ( HOST=shkhan- | p) (PORT=1521))
K (290 nsec)

K (100 nsec)

K (70 nsec)

K (70 nsec)

K (60 nsec)
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Net8 Assistant: Profile General

I [=] E3

Eg’,i'l]racle Met8 Aszzistant - cohorantAMETWORKMVADMINY

File Edit Command Help
7 Netwnrk
X one

Met Service Mames Mamin

Preferred Cracle Mames Servers
Advanced ketworking Option

Cracle Mames Semnvers

. Client Information-——————————

| Trace Level; USER -1
i Trace Directory: |

Trace File:

i Unigue Trace File Mame: [ ;

[ Semnver Information 1
i Trace Level: 5

Trace Directony;

Trace File:

ORACLE
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Net8 Assistant: Profile Logging

Eg’,i'l]racle Met8 Aszzistant - cohorantAMETWORKMVADMINA

Netwirk

,

File Edit Command Help

Met Service Mames

Listeners

Oracle Mames Semners

2

[General

[ Client Infarrmation
| Loo Directory:

I [=] E3

Log File:

|net8.|ug

Serer Information

| Log Directory; |

i

9-8
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SQLNET. ORA: Logging

# C.\ ORANT\ NETWORK\ ADM N\ SQLNET. ORA Confi gurati on
# File:c:\orant\ NETWORK\ ADM N sqgl net. ora
# Generated by Oracle Net8 Assistant

LOG FI LE CLIENT = net8.10g

NAMES. PREFERRED SERVERS =
(ADDRESS LI ST =
(ADDRESS = (PROTOCOL = TCP) (HOST = shkhan-1ap) (PORT =
1621))

)
NAMES. DEFAULT_DOVAI N

wor | d

LOG DI RECTORY_CLI ENT c:\orant\ network
NAMES. DI RECTORY_PATH= ( ONAMES)
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Net8 Assistant: Profile Tracing

E%r’,%l]racle Met8 Assistant - c:\oranth\HETWORKVADMINA

File Edit Commmand Help

Metwork

= QB
Met Service Mames

Listeners
Oracle Mames Servers

| General ”|

. Client Information——

| Trace Level: CUPPORT - |
| Trace Diractany: |u::1nrant1nehm .
netatre

| Trace File:

i Unigue Trace File Mame: [

e e e g e e e e R T 1

| Trace Level:

Trace Directary:

Trace File:
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SQLNET. ORA: Tracing

# C.\ ORANT\ NETWORK\ ADM N\ SQLNET. ORA Confi gurati on
# File:c:\orant\ NETWORK\ ADM N sqgl net. ora
# Generated by Oracle Net8 Assistant

TRACE DI RECTORY_CLI ENT = c:\orant\network
TRACE FI LE CLI ENT = net8trc

TRACE LEVEL CLI ENT = SUPPORT

TRACE_UNI QUE_CLI ENT = on

LOG FI LE CLIENT = net8.10g
LOG DI RECTORY _CLI ENT = c:\orant\ network
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Listener Audit Trall

» Successful reload request

28-may-99 14:12:18 * (connect _data= (servi ce=sal es. con
(ci d=(progranr) (host =sal es=pc) (user=system)
(command=r el oad) (argunents=64) (service=listener)
(versi on=(versi on=135282688))* reload * 0

» Successful connection request

28-may-99 14:16:21 *

(connect dat a=(servi ce=sal es.con) (cid=
(program=c:\orant\bin\sqgl pl us. exe) (host =wi ndowspc)
(user=dsteiner))) * (address=(protocol =tcp)

(host =144. 25. 23. 246) (port =3366) )

* establish * sales.com* O
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Components of Logging and Tracing

Information
Application
OCI/UPI r NI
Two Task NR NN
Common NS Main
TNS NS(2) NA
NT Main
OPA
NT(2)
Protocol NT OS
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A Log File Example

Example of client sgl net . | og file.

R R I I b bk S Sk S I S Rk kS S kI Rk kb bk b Sk S S R R bk S I

Fatal NI connect error 12224, connecting to:
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=WAED151- SUN) ( PORT=1521))
( CONNECT _DATA=( SI D=TST8) ( Cl D=( PROGRAM-) ( HOST=WNED151- SUN) (USER=0r acl e))))
VERSI ON | NFORVATI ON:
TNS for Solaris: Version 8.1.5.0.0 - Production
TCP/ I P NT Protocol Adapter for Solaris: Version 8.1.5.0.0 - Production
Time: 18-JUN-99 18:21:51
Tns error struct:
nr err code: 12224
TNS- 12224: TNS: no |i stener
ns main err code: 12541
TNS- 12541: TNS: no |i stener
ns secondary err code: 12560
nt main err code: 511
TNS- 00511: No |istener
nt secondary err code: 146
nt OS err code: O
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Trace File Example

Example of a client trace file:

--- TRACE CONFI GURATI ON | NFORMATI ON FOLLOWS - - -
New trace streamis "/tnp/client/cli.trc"

New trace level is 16

--- TRACE CONFI GURATI ON | NFORMATI ON ENDS - - -
nigini: entry

nigini: Count in N global area now. 3

nigini: Count in Nl global area now 1

nrigbi: entry

nrigbni: entry

nrigbni: Unable to get data fromnavigation file
t nsnav. or a

nrigbni: exit

nrigbi: exit

nigini: exit

ni gnane: Using nnfsn2a() to build connect descriptor for
(possi bly renote) database.
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Trace Assistant

The Trace Assistant utility will help you diagnose and
troubleshoot network problems by giving you a better
understanding of the following:

* Flow of packets between network nodes
* Components at which Net8 is failing
® Error codes related to the problem
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Trace Assistant

Usage: trcasst [options] <filename>
[options] default values are: -odt -e -s
<filename> is always the |ast argunent
Options can be zero or nore of the follow ng:
-0 Enabl es display of SQL*Net and TTC i nformati on
After the -o the followi ng options can be used:
c or d for summary or detailed SQ*Net information respectively
uor t for sunmmary or detailed TTC information respectively
g di splays SQ. commands (used together with u)
-p Enabl es application perfomance neasurenent (Internal Use)
-S Enabl es display of statistical information
-e Enabl es display of error information
After the -e, zero or one error decoding |evel may foll ow
0O or nothing, translates NS error nunbers
1 displays NS error translation plus all other errors
2 displays error nunber w thout translation
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Tracing for Net8 Components

In addition to the client-side tracing, you can also
enable tracing for the following:

® |Listener
* Names server
* Connection Manager
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Summary

In this lesson, you should have learned that, in
special cases, you may be needed to troubleshoot a
network problem.

* To find the error codes related to your problem,
first check the log files.

* |fthis does not give you the needed information,
run through your checklist.

* |Ifthe checklist does not provide the solution, use
tracing and investigate.

* |f everything is still unclear, call support.
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Security in the Network Environment
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Objectives

After completing this lesson, you should be able to
do the following:

* |dentify network security risks during data
transmission

* |dentify security features in Oracle Networking
products

* |dentify the features of the Advanced Security
option

* Configure the components of the Advanced
Security option
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Overview: Network Security Risks

A sound network must have solid security
capabilities to protect against the network intrusions
that compromise the following:

e Data privacy

e Data integrity
e Authentication
® Authorization
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Data Privacy:. Data Theft
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Data Integrity: Data Modification

pmmm—

e
e —
— m—
—

(I T

10-5 Copyright 00 Oracle Corporation, 1999. All rights reserved. @RACLE



Data Integrity: Data Disruption
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Compromised Authentication

Scott
username
] % password —

X username
Server B password - Client A

-

Client B
“Scott”
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Compromised Authorization

Scott
CLIENT A

1 < username —

= password —
X CLIENT A

Server B username - Client A
password
Client B

“Scott”
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Network Security Solutions

To counter network security risks, the Advanced
Security option can be implemented. It enables the
following network security solutions:

10-9

Data encryption and cryptographic checksumming
Enhanced user authentication

Single sign-on

Secure Sockets Layer (SSL)

DCE Integration: Security services
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Data Encryption

We will go public We will go public
on Wednesday. on Wednesday.

Machine A Machine B

T—fq\

fdh37djf246gs’b[da,\ssk
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Cryptographic Checksumming

We will go public
on Wednesday.

Machine A

We will go public
on Wednesday.

D

Wedn-

esday

C

-lic

on

go
pub-

A

We

will
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Configuring Encryption and
Checksumming

sgl net.crypto _seed = "-
kdj e83KKEP39487dvm gEPTbxXe702M7 3"

sgl net.encryption_types client = (RC4_40, DES40)
sgl net.encryption client = r equest ed|
required |
accepted |
rej ect ed
sgl net.crypto_checksum types server = M5
sgl net.crypto_checksum server = requested|
required |
accepted |
rej ect ed
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Encryption and Checksumming Modes

Client
Accepted | Rejected Requested Required
Accepted OFF OFF ON ON
Rejected OFF OFF OFE Conneption
Server fails
Requested ON OFF ON ON
: Connection
Requir :
quired ON fails ON ON
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Authentication

Client

U
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Enhanced User Authentication

Oracle Advanced Security option provides
enhanced authentication through integrated
technologies.

The following authentication technologies are
supported:

— Token cards

— Biometrics (such as fingerprints)
— Kerberos

— RADIUS (Oracle8i only)
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Token Cards

Authentication

server
Client
! Oracle ——
e server
Step 1: \JW Wm
User enters username | |

and passcode. Step 3:
Authentication server
authenticates
\

users and Oracle

ISicuaiD] Step 2: server allows login.

Oracle verifies token
card details with the
authentication server.

% Y
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Biometric Authentication

Authentication
server

Client

! Oracle ——
o server

iy
£

Step 1.
User’s fingerprint is
scanned. Step 3:
Authentication
AR )
| | server authenticates
users and Oracle
- Step 2.:. allows login.
[ Oracle verifies

fingerprint with the
authentication server.
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Kerberos Authentication

Kerberos is a trusted third-party authentication
system that relies on shared secrets. It assumes that
the third party is secure. It provides the following:

* Single sign-on capabilities

® C(Centralized password storage
e Database link authentication
* Enhanced PC security
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RADIUS Authentication

RADIUS
server
Client
! Oracle8i —
e server

Step 1: — \JW Wm
User’s logs on to e g J

Oracle8i server Step 3:

RADIUS
| | server authenticates

users and Oracle
Step 2:

. allows login.
Oracle8i forwards J
access request
to RADIUS server.
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Configuring Authentication

To configure authentication, the following parameter
must be configured in the profile (sgl net . or a):

SQLNET. AUTHENTI CATI ON_SERVI CES=( or acl e_aut hent _adapt er)

For example, to use the Kerberos authentication
adapter:

SQLNET. AUTHENTI CATI ON_SERVI CES=( KERBERCS5)
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Single Sign-On

With single sign-on, users get access to selected
databases in the environment without having to
provide a username and password multiple times.
The following single sign-on services are supported:

* Kerberos
® CyberSafe
* Oracle Security Server
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Secure Sockets Layer

® Secure Sockets Layer (SSL) secures Net8
networks by providing encryption and
authentication.

* Oracle servers can authenticate users by utilizing
standard X.509 version 3 certificates.

® Only supported with Oracle8i
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DCE Integration

Distributed Computing Environment (DCE) Integration
transparently use and promote Oracle tools and
applications to access Oracle servers in a DCE
environment. DCE security provide the following
services:

* DCE authentication and single sign-on
e Authorization
e Data integrity and privacy
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Summary

In this lesson, you should have learned:

e Datatheft, modification, and disruption are
Increasing network risks.

* Encryption, checksumming, and authentication
mechanisms are used to counter these risks.

* The Advanced Security option is implemented to
provide encryption, checksumming, and
authentication.
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